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1 Introduction

1.1 Terminology
® "ezICP”
ezTCP is the brand name of Sollae’s products. It provides Internet connection to common
serial communication devices.
‘ llhostll
A computer (or some network device — e.g. ezTCP) connected to the Internet (or local
private network)

® "TCP/IP"
TCP/IP is the set of communication protocols used for the Internet and private networks.

1.2 SSL (Secure Socket Layer)

The Secure Socket Layer (SSL), developed by Netscape Company, was originally designed for
secure electronic commerce and other Web transactions on the Internet. It was standardized as
TLS (Transport Layer Security) by IETF (Internet Engineering Task Force) develops and promotes
Internet standards. The latest version of SSL and TLS is the 3.0 and 1.0 respectively.

1.3 Communication Mode

The ezTCP has four “Communication Mode" for TCP/IP communication like T2S — TCP Server,

ATC — AT Command, COD — TCP Client and U2S — UDP. Each Mode operates as below.

Communication Mode TCP/IP
T2S — TCP Server TCP (Server only)
ATC — AT Command TCP (both Server and Client)
COD - TCP Client TCP (Client only)
u2S - UDP UDP

Table 1-1 Communication Mode of the ezTCP

1.4 SSL with the ezTCP

The ezTCP guarantees the security of communications on the Internet by supporting SSL 3.0 /
TLS 1.0. This application note introduces how to use “SSL" feature for product CSE-M32, CSE-H20,
CSE-H21, CSE-M73 and CSE-H25.
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2.1 Limitations

® Cannot use SSL feature in "U2S — UDP" Communication Mode

® User cannot use below features
SSH, Telnet COM Port Control(RFC2217)

® Restrictions while using SSL feature by each products
<All ezTCPs>

— Maximum baud rate of serial port is the 115,200bps

<CSE-M32, CSE-H20, CSE-H21>
— COM2 serial port is disabled

<CSE-M73>

— "Multi Monitoring” feature is disabled

2.2 Set up “SSL” feature

221 Confirm before Setting

The IP address and Port number have to be configured appropriately to the environment with

ezTCP. But, to understand simply set these parameters as shown below — factory default setting.

PC ezTCP
Local IP
Address 10.1.0.2 10.1.0.1
Subnet Mask 255.0.0.0 255.0.0.0

222 Setting with ezManager
Set [SSL] checkbox in “OPTION” tab of ezManger.
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Figure 2-1 Setting "SSL" option

2.2.3

SSL certificate generation

® The below is the telnet console command lists

Item Command Descriptions
rsa keygen <key length> supporting KEY length 512/768/1024
RSA KEY rsa key Confirm generated RSA KEY
rsa test Check RSA KEY is correctly generated
cert new Generate certificate from RSA KEY
Certificate
cert view Confirm generated certificate
Save ssl save aa55cc33 Save the configuration of SSL related parameter

Table 2-1 Telnet Command for setting SSL option

Sollae Systems Co., Ltd.
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® |og in the telnet console of the ezTCP.

B 10.1.0.1:23 - Tera Term ¥T

File Edit 3Setup Control Window FResize Help

CSE-M32 HManagement Console vi.3A 50llae Systems
1sh>

Figure 2-2 Log on telnet console

® RSA KEY generation
Generate RSA KEY first for certificate generation. The ezTCP supports 512, 768 and 1024
bytes KEY length. In accordance with the KEY length, KEY generation may take a number of
minutes. Longer KEY length provides more secure communications and takes longer time
for KEY generation. For example, 1024-bit KEY length may take about 1 minute on average.

The command form is “rsa keygen <key length>" as shown below.

B 10.1.0.1:23 - Tera Term VT

File Edit Setup Control Window Resize Help

CEE=M22-Maznmazgement-Console vi1.3A Sollae Systems

1sh>rsa kKeygen 1824

dUEFdye Susec required to find two 512bits prime numbers, please wait..
rsa: find 512bits random prime p..8 1 2 5 8 11 16 28 23 26 31 38 43 46 47 5
2 53 65 68 76 85 B8 92 97 161 186 187 115 125 136 142 146 148 155 157 158 1
63 167 172 173 198 285 223 232 241 258 251 268 262 271 272 275 286 293 296
387 311 328 323 326 328 332 337 348 353 361 365 368 378 376 382 398 488 4m
483 407 416 418 422 430 431 433 437 442 452 458 46@ 463 586 515 5308 533 53
5 536 547 548 558 557 562 575 577 58B6 590 681 6085 688 617 626 628 632 638 6
48 652 691 727 731 733 736 745 F4B 758 766 782 7BE 790 796 BO3 BAL B17 823
832 838 B4S 868 871 877 878 BE1 899 892 895 898 9685 913 928 925 935 947 953
968 992 1080 1883 1812 1013 1628 16833 1045 1061 1866 1676 1881 1882 1887 1
891 1897 1188 1185 1121 1132 1135 1136 1138 1142 1147 1165 1188 1196 1288 1
218 1213 1217 1228 1237 1248 1247 1258 1261 1268 1276 1277 1285 1297 1298 1
308 1386 1318 1331 1342 1345 1346 1355 1360 1367 1373 1382 1385 found

rsa: find 512bits random prime g..1 3 4 9 12 16 19 24 31 36 39 42 43 46 49
57 58 61 63 66 67 7B B1 82 8B 93 188 124 127 136 144 154 159 162 163 169 18
4 189 196 213 214 219 222 226 231 234 246 247 253 256 259 261 273 276 289 2
92 297 383 386 312 313 316 318 324 331 352 358 361 364 366 367 379 38B7 388
393 396 488 418 427 438 441 451 462 466 472 474 found

rsa: RSA key pair{public/private key) generated.

rsa: key validation 0K

rsa: rsa_server _key exist, replaced to new key

1sh>

Figure 2-3 RSA KEY generation
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This RSA KEY can check if it is correctly generated by “rsa test” command. The present

generated RSA KEY can confirm by “rsa key” command.

® Digital certificate generation
If RSA KEY is generated successfully, generate certificate by “cert new” command. There
are two types of certificates, “Public certificates and Private certificates. The former is
guaranteed the validity by the public internet "Certificate Authority (CA)", the latter is
guaranteed the validity by the own local "CA", for example, ezTCP itself. Because the
certificate of ezTCP has its IP address information, generate the new digital certificate in

each time if the IP address of ezTCP is changed.

B 10.1.0.1:23 - Tera Term VT

File Edit Setup Control Window Resize Help

rsa: RSA Key pair{public/private Kkey) generated.
rsa: key validation 0K
rEai-rsa-soruey Key exist, replaced to new key
1sh>cert new
geierdilily seir-signed host certificate...684 done

BEGIH CERTIFICATE
MIICQDCCAhGQAWIBAQIBATANBgkghKiGYwABAQQFADCBRDELMAKGATUEBRMCS1Ix
EDAOBgHUBAQTBA1UYZ2h1b24%D jAMBgHUBACTBUShbUd1MRCWFQYDUQQKEWSTh2x%s
YWUgU31lzdGUtczERMABGATUECXMIUMUz2WF Y 2gxETAPBgHUBAMTCDEWL jEUMC 4x
M3AwHgY JKoZ IThucHAQKBFhFzdXBwb3.J8QGV6dGHWL mHvbTAeF wa1HDAXHDEWHDAW
MDBaF wAB0TEYMzEYMzUSHT1aMIGOQMOswCQYDUQQGEWJLUJEQMALGATUECBMHS WS §
aGUub jEOMAWGATUEB=MFTmF ER3UXFzAUBgHUBAOTD1HUbGXhZ2SBTe sHAZ W zMRE W
DuwYDUQQLEWhSZ25H1YXJjaDERMASGATUEAXMIMTAUMS 4wl jEXxIDAeBgkghkiGYwaB
COEWESH1CHBucnRAZXpAY3AUYZ9tMIGFMABGLSqGSIb3DQEBAQUAANGHADCBiQKB
gODOCKkp3qnZFoYENDK+p9PimExMP7C+22dC/EqOpVUSGFbc1RpBthmUXEQY 67 A2ZK
LgciIkzYaWIrWERAQG++ 4 IS4C6rBCIE2iNHe Jwe JHSbAXNHNT2KDSCz5hk2+KEG
ef1utPhjHMlcAXWAHUBKMWKEI3PHT+P+5482cHUvYMAT0LwIDAQABoXAWD jAMBgHY
HRMEBTADAQH/MABGCSqGSIb3DQEBBAUAANGBAGY +gYUBBOvePpzHOWjy7GL1qHGJ
Kz+iLDjCUBIQp7sciUMwUGxBARN0=ZNrC jmef¥Iv1PTunY7Y¥6wRb=ELDal9hHaZ1l
H/3hhsHUFYHHimyltRAS3WYzQh/SEM2C+r IwSKKMKQjdRkXKCPnfx2DYS2xrHECND

DDA ArHA=valls D
T e e e e e s

CET LT NusL Cer LiTivale exlist, replaced to new one
1sh>

Figure 2-4 Certificate generation

® Save the configuration
The RSA KEY and the digital certificate have to save to the flash memory of ezTCP for

using SSL feature. The command form is “ss| save aa55cc33".
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File Edit Setup Control Window Resize Help

rsa: rsa_server_key exist, replaced to new key -
1shicert new

generating self-signed host certificate...684 done

————— BEGIN CERTIFICATE-——--
MIICqDCCAhRGgAwWIBAQIBATANBgkghkiGOwABAQOFADCBRDELMAKGATUEBRMCS1Ix
EDAOBgHUBAQTBA1uY2h1b24xDjAMBgHUBAcTBUShbUd1MRcwFQYDUQQKEWSTh2x®s
YWUgU31zdGUtczERMABGATUECXxMIUMUzZ2WFyY2gxETAPBgHUBAMTCDEwWL jEuMC 4x
MSAwHgY JKoZThucHAQKBFhFzdXBwb 3. BQGU6dGHwL mHub TAeF wB1HDAXHDE wiDAw
MDBaF wABDTEYMzEyMzUSHT1aMIGOMO)swCQYDUQOQGEwJLUFEQMALGATUECBMHS WS §
aGUubjEOMAWGATUEB=MFTmF ER3UxFzAUBgHUBAoTD1HubGxhZSBTe SHAZ W zMREw
DuwYDUQOLEwhSZRH1YRJjaDERMASGATUEAXMIMTAuMS bl jExIDAeBgkghkiG9waB
COEWESH1cHBucnRAZEpAY3AuY29tMIGFMABGCSqGSIb3DOEBAQUAALGHADCBiQKB
gOQDOCkp3qnZ FoYENDK+p9PimExMP7C+z2dC/EqDpUUSGFbc1RpAthmUXEQY 67 A2K
LocRikz¥aWIrWEkLqG++ 4R ISLC6-BCIE2iNHe Jwe jHSbAXNHNT2KDSsCz5hk2+KtG
ef1utPhjHH1cASwAHVBKMWKI3PHT+P+5482 cHUvYmA10LwIDAQABoxAwWD jAMBgHU
HRMEBTADAQH/MABGCSqGSIb3DOEBBAUAALGBAGY +gYUBBOvePpzHOWjy7?GL1qHG6J
Kz+ilDjCUBIQp7scilMuwl6xBARKD%ZHrE jmefY Ivl1PTunY7Y6wRbxELDal19hHa?71
H/3hhsHUFYHHimyltRAS3WYz(Qh/SEm2C+r TwSKKMKqjdkXkCPnf=x2DYS2xrHECND
otQ1CacCU6z=xu0cB

cert: host certificate exist, replaced to new one

1sh*ssl sawve aaS5G5cc3d

save key...RSA CERT_host ok

1sh> w

Figure 2-5 Save SSL configuration
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3 Example of use

SSL requires TCP and communication mode for TCP is like below.

® TCP Server
T2S — TCP Server mode
TCP passive connection by “ata” command in ATC — AT Command mode

® TCP Client
COD(2) — TCP Client mode
TCP active connection by "atd(t)” command in ATC — AT Command mode

3.1 TCP Server

3.1.1 Confirm setting with ezManager

Click the [Status] button of ezManger.

0 ezTCP Manager v3.0b (2009/06/11)

Network Dption||Serial Fort

Search ezTCP

HMAC Ir Serial
Product CEE-M3Z Ver.:1.34
MAC Address
|00"30"f9"00"00"55| HNetwork Notify IP Change
Local IPF Address Protocol Interval
Read
0.1 .0 .1 Disahle W |0 Mimate(s)
SeanchgResultls Subret Mazk Port Data Type
ZEE .0 .0 .0 | |D | LECII
Gateway IP DLDHS ID DDNS Password
o 0 0 o] | 1 |
DHZ IP Address Host Name (custom)
o0 .0 .0] | |
Option

I:lDbt,ain an IP From The First Beceived Packet
[Jobtain an IF sutowatically (DHCOP)

[Jobtain an IF sutomatically (PPPoE)
PPPoE ID PPPoE Password

[]V1ew Bermere Obtain DN3 Serwer Address Automatically

Password

| Status Export Wariahles l[ PING / ARFP ]
Search A11 [ Mrite ] Factory Reset Inport Wariahles ” Simple Test ]

[ Set Password ” Debugyging Message [ Multi Write ” Windows Firewall ]

Figure 3-1 ezManager

Sollae Systems Co., Ltd. http://www.sollae.co.kr

L



SSL (Secure Socket Layer) Ver. 1.1

# Status . X |
Status
FIPMITAEE WERSION F

CEE-M2z 7 1.3 Rev. i

STSTEM UPTIME
0 days f 0Z:46:32_7E

Ir4 NETWORE INFORMATION
Dewice IP address - 10.1.0.1
Subnet mask - 255.0.0.0
Gateway - 0.0.0.0
Name Serwer — 0.0.0.0

TCP STATE
COM1 - LIZTEN
COMz - N/A

S3L STATUS
Nih

SERIAL STATUS
COMl sioc rx - 0 , net tx - 1E58EF | net rx - 628 | sio_tx - 0O
CoMz sio_rx - 0 . met_tx - 0 , net_rx - 0 , sio_tx - 0O

ARP TAELE B
10.5.0.154 00:50:45:13:7d:0a 11

TCPSIP Connection

Name TCP State

Ly LISTEN:Z3

coml LISTEN: 1470
Paszsword | |

[lratresh Every 1 Second.i

[ Close |

Figure 3-2 ezManager [Status]

Check if there is “SSL STATUS" as shown above.

3.1.2 Confirm setting with telnet console

After log in telnet console of ezTCP, check RSA KEY and the digital certificate. The related
command is “rsa key” and “cert new". At this time, check if it is same the real IP address of ezTCP
and the IP address information of the digital certificate.

Sollae Systems Co., Ltd. -9- http://www.sollae.co.kr
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W 10,1.0.1:23 - Tera Term VT

File Edit Setup Control MWindow FResize Help

CEC-M23 _Management Console u1.3A Sollae Systems
1sh>rsa key

H3H pupDiic modulus: 1824 bits
ce:Bazhac7¥Iaa:v?e:5fal:B1:0d-0e:4Ff-a9:FU=FB a6
13:13:0Ftec:-2f:b3:d9:dB:-bFf:12:a23:29:55:44:86:15
b7:35:46:9d:2d:86:6e:17:12:086:3aec:0d:Baze2:087
17:d6:4c:d8:69:62:2b:58-a9:38:aB:6fbe:e1:72:39
e@:2ezab:fO@:22:04:da:25:cd:78:9Cc:1ez8C:74:9b: 03
19:c7:9d:3d:-8a:PBe:cB:b3:-e6:19:36:Fazub:46:79:Ffd
Ge:b4:fB8:63:34:c9:5c01:-7c-00:1e:FfB:64:9b:-02:88
dc:F3:53:F8:-FF:b9ze3:cH-5c:1d:-4b:dB-98:0d-4e2F
public exponent: 24 bits

I

=
%]
=

a

1sh>cert view

SS1: + ISSUer

5cl: country / KR

55l: state or province / Incheon
s5l: locality / HamGu

s5l: organization / Sollae Systems
s5l: seoandzationloit £ Rpcearch
551: common f 18.1.8.1

55l: emall / SUppOrTtEeZTcp.com
s5l: Ualidity

s5l: notAfter 5061010000002

s5l: notBefore 4912312359592

s5l: Subject

5cl: country / KR

55l: state or province / Incheon
s5l: locality / HamGu

s5l: organization / Sollae Systems
s5l: organizationUnit f Research
551: common f 18.1.8.1

55l: email / support@eztcp.com
s5l: Public key OID: 1.2_848.113549_.1.1.1. PKCS #1 RSA
55l: Extension 0ID: 2.5.29.19.

551z + 30:83:81:01:FF

ssl: + Signature Algorithm O0ID: 1.2_848_.113549.1.1.4. md5WithRSA
Encryption

1sh>

I T I R R T . I . L B

Figure 3-3 confirm RSA KEY and Certificate

3.1.3 Connecting to ezTCP

To communicate with the ezTCP enabled the SSL feature, remote host must support SSL.
Confirm SSL feature by using ezVSP support SSL. The ezVSP is the Virtual Com Port Redirector,
which is supplied freely.

® Setting ezVSP
Click the [Creat an ezVSP Port] button of ezManger.

Sollae Systems Co., Ltd. -10 - http://www.sollae.co.kr
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# czTCP Manager, v3.0b (2009/06/11)

Search ezTCP Network | Option | Serial Port

HaC Ir Serial

COm1 |

MAC Address

Serial Port TCRSIP

Serial Type TTL | Communication Mode

Search Results

B
o
o
H
3
]

Peer Address Peer Port
13200 v | ||

L]
[
I3
b
b

]

Local Port

NONE hd 1470

Event Evte

Timeout

g o |

Data Frame
Flow

wowe o |

Telnet COM Port Control (RFCZZL17)

w [=]
gl o
=] &
o o
oe] ol
= H
ot ot
n
< <

I

DTR/DER
TH Interval
q " [_Creat,e an ezVSP Port ]
DVlew Comment —— 0
Password
| || Status ” Export Wariables ” PING / ARP ]
Search A1l ’ WMrite ” Factory Beset ” Inport Variahles ” Simple Test ]
’ Set Password ” Debugging Message ” Multi Write ” Windows Firewall ]

Change F/W / HTHL Exit

Figure 3-4 Create an VSP

Configure like the below and click [OK] button.

@ Create an ezVSP Port

exy5P Port :© COM3

ezWEP Port Option

D Eeep Aliwve

Are wou sure to make an ezWEP port with the options?

[0):4 l [ Cancel

Figure 3-5 Configure an VSP

Refer to ezVSP user's manual for installing ezZVSP program and details.

® Confirm TCP connection
After start ezVSP, click the [Status] button of ezManager. User can confirm “TCP STATE" /
"COM1 — ESTABLISHED" and “SSL STATUS" / “State — 7", “Cipher — RSA_AES_256_CBC_SHA".

Sollae Systems Co., Ltd. - 11 - http://www.sollae.co.kr
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M Status f'5__<|
Status

FIPMWTARE WERSION -~
CEE-M2z 7 1.3 Rev. i

STSTEM UPTIME
0 days f 0DZ:E58:1e.32E5

Ir4 NETWORE INFORMATION
Dewice IP address - 10.1.0.1
Subnet mask - 255.0.0.0
Gateway - 0.0.0.0
Name Serwer — 0.0.0.0

TCP STATE
COM1 - ESTAELISHED
COMz - N/A

SEL STATUS
State - 7
Cipher - R3L RES Z66 CBC_SHA

SEDIAL STATUS
COMl sio_rx - 0 . net_tx — 2415 | net_rx — 34Z | =sic_tx - 0

COMz sio rx - 0 , met £x - 0 , net_rx - 0 , sioc_ tx - 0O =
ARF TAELE oy
TCP/IPF Conmection

Name TCP State
Tty LIZTEN:Z3
coml ESTABELISHED 10.5.0.154:Z878

Paszsword | |

[]mefresh Every 1 Secnndi

[ Close

Figure 3-6 confirm TCP connection of SSL feature

3.2 TCP Client

SSL client doesn't need to make the RSA server key and the digital certificate. Therefore user
can operate the ezTCP as TCP client with SSL feature by only enabling [SSL] option.
To confirm current TCP connection use the [Status] button of ezManager the same as TCP

server mode.
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4 Revision History

Date Version Comments
Sep. 16. 2008 10 Initial Release
Modify images and terms
Jun. 11. 2009 11

Add product CSE-H25
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